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Cisco Routing and Switching Pack
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y.y Compare and contrast OSIl and TCP/IP models
v.y Compare and contrast TCP and UDP protocols
v.¥ Describe the impact of infrastructure components in an enterprise network

e \Y.a Firewalls
e \xb Access points
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e \Yy.c Wireless controllers

v.¥ Describe the effects of cloud resources on enterprise network architecture

« \.r.a Traffic path to internal and external cloud services
¢ \fb Virtual services
e V¥ Basic virtual network infrastructure

v.60 Compare and contrast collapsed core and three-tier architectures
v# Compare and contrast network topologies

e \sa Star
e \sb Mesh
e VsCHybrid

\.v Select the appropriate cabling type based on implementation requirements
v.A Apply troubleshooting methodologies to resolve problems

¢ yAa Perform and document fault isolation
« YAb Resolve or escalate
e 1.AC Verify and monitor resolution

v.a Configure, verify, and troubleshoot IPvf addressing and subnetting
y- Compare and contrast IPvf address types

¢ V)-a Unicast
e \\.b Broadcast
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e \.\.C Multicast

1.1\ Describe the need for private IPvf addressing

v.\y ldentify the appropriate IPvs addressing scheme to satisfy addressing
requirements in a LAN/WAN environment

v.\v Configure, verify, and troubleshoot IPvs addressing
1.\ ¥ Configure and verify IPvs Stateless Address Auto Configuration
v./0 Compare and contrast IPvs address types

v.0.a Global unicast
v.10.b Unique local

v.ao.c Link local

v.10.d Multicast

v 0.6 Modified EUI s¢
v.o.f Autoconfiguration
v.y0.9 Anycast

f.\» Configure and verify PPP and MLPPP on WAN interfaces using local
authentication

t.y Configure, verify, and troubleshoot PPPoE client-side interfaces using local
authentication

fx Configure, verify, and troubleshoot GRE tunnel connectivity
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t.¥ Describe WAN topology options

e t.¥.a Point-to-point

e f¥b Hub and spoke

e t.¥.C Full mesh

e t¥xd Single vs dual-homed

f.0 Describe WAN access connectivity options

e f&.a MPLS

e fu.b Metro Ethernet

e f4.c Broadband PPPoE

e tud Internet VPN (DMVPN, site-to-site VPN, client VPN)

t# Configure and verify single-homed branch connectivity using eBGP IPv¥
dimited to peering and route advertisement using Network command only)

t.v Describe basic QoS concepts

e Yv.a Marking
e tv.b Device trust
e ¥y Prioritization
o f.v.cC.lil Voice
o t.v.c.lii] Video
o t.v.c. liii] Data
e tvd Shaping
» tv.e Policing
o trvfCongestion management
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v.--y-\ Routing
1.\ Identify Cisco Express Forwarding concepts

e YvaFIB
e 1. .b Adjacency table

v.¥y Explain general network challenges

e 1ya Unicast
e \.vb Out-of-order packets
e \y.c Asymmetric routing

v¥ Describe IP operations

e \valICMP Unreachable and Redirects
e \rb IPvfand IPvs fragmentation
e \yCTTL

v.¥ Explain TCP operations

e VvralPvfand IPvs P)MTU

e Vfb MSS

e \fC Latency

e 1.¥d Windowing

e \.fe Bandwidth-delay product
o 1. ffGlobal synchronization
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1.0 Describe UDP operations

e \.0.a Starvation
e V&b Latency

v Recognize proposed changes to the network

» 1f.a Changes to routing protocol parameters
e \¢b Migrate parts of the network to IPvs
» 1s.C Routing protocol migration

v.\ Configure and verify PPP

e v. .a Authentication (PAP, CHAP)
e v.).b PPPOE (client side only)

vy Explain Frame Relay

e vy.a Operations
e v.x.b Point-to-point
e v.x.C Multipoint

v.\ Identify, configure, and verify IPvs addressing and subnetting

e v).a Address types (Unicast, broadcast, multicast, and VLSM)
e v).b ARP

e v.).c DHCPrelay and server

» v.,.d DHCP protocol operations
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vy Identify IPvs addressing and subnetting

e vy.a Unicast

e vv.b EUl-#f

e vyc ND,RS/RA

e v.y.d Autoconfig (SLAAC)

e vvy.e DHCPrelay and server

e vv.fDHCP protocol operations

vy Configure and verify static routing
vf Configure and verify default routing
v.» Evaluate routing protocol types

¢ vo.a Distance vector
e vob Link state
e v.o.C Path vector

v Describe administrative distance

vy Troubleshoot passive interfaces

v.A Configure and verify VRF lite

v.a Configure and verify filtering with any protocol

v.y- Configure and verify redistribution between any routing protocols or routing

sources
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v\ Configure and verify manual and autosummarization with any routing
protocol

v.\y Configure and verify policy-based routing

v.v Identify suboptimal routing

v ¢ Explain ROUTE maps

v.1 o Configure and verify loop prevention mechanisms

e v.)o0.a Route tagging and filtering
e v.o.b Split-horizon
e v)a.c Route poisoning

v.\# Configure and verify RIPvy

v.\v Describe RIPNng

v A Describe EIGRP packet types

v.14 Configure and verify EIGRP neighbor relationship and authentication
v.v. Configure and verify EIGRP stubs

v.y\y Configure and verify EIGRP load balancing

e vyia Equal cost
e vx1.b Unequal cost

v.yy Describe and optimize EIGRP metrics
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v.yv Configure and verify EIGRP for IPvs

vyf Describe OSPF packet types

v.yo Configure and verify OSPF neighbor relationship and authentication

v.y# Configure and verify network types, area types, and router types

e v.ysa Point-to-point, multipoint, broadcast, nonbroadcast

e vysb LSAtypes, area type: backbone, normal, transit, stub, NSSA, totally
stub

e vyscInternal router, backbone router, ABR, ASBR

e vyed Virtual link

v.yy Configure and verify OSPF path preference

v.yA Configure and verify OSPF operations

v.ya Configure and verify OSPF for IPvs

vy. Describe, configure, and verify BGP peer relationships and authentication

e vYy.aPeergroup
e vr.b Active, passive
e YvYy.C States and timers

vx\ Configure and verify eBGP (Pv¥f and IPvs address families)

e vy)aeBGP
e vy\b t-byte AS number
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e vY\C Private AS

vxy Explain BGP attributes and best-path selection

f.\» Configure and verify GRE
t.y Describe DMVPN single hub)

fy Describe Easy Virtual Networking (EVN)

6.y Describe IOS AAA using local database
6.y Describe device security using I0S AAA with TACACS- and RADIUS

e &y.a AAA with TACACS+ and RADIUS
e ay.b Local privilege authorization fallback

sy Configure and verify device access control

e ovalLines (VTY,AUX, console)
e ay.b Management plane protection
e &y.c Password encryption

6.¥ Configure and verify router security features

e 0.¥a IPvf access control lists (standard, extended, time-based)
e 0.¥b IPvs traffic filter
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e o.¥.Cc Unicastreverse path forwarding

¢y Configure and verify device management

e #).a Consoleand VTY
e s\b Telnet, HTTP, HTTPS, SSH, SCP
e sNC(DHFTP

¢y Configure and verify SNMP

e FYA VY
e sYbvy

sy Configure and verify logging

e sya Local logging, syslog, debugs, conditional debugs

e s#¥b Timestamps
#¥ Configure and verify Network Time Protocol (NTP)

e sf.a NTP master, client, version v, version ¥
e £¥b NTP authentication

#.6 Configure and verify IPvf and IPvs DHCP

e 5.2 DHCP client, I0OS DHCP server, DHCP relay
o ¢#0b DHCP options (describe)
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¢# Configure and verify IPve Network Address Translation (NAT)
» ¢s.a Static NAT, dynamic NAT, PAT
sy Describe IPvs NAT

o sv.a NATsf
e sYb NPTvs

#.A Describe SLA architecture
¢4 Configure and verify IP SLA
e 3.2 ICMP
¢+ Configure and verify tracking objects

e sy.a Tracking objects
e #.\.b Tracking different entities for example, interfaces, IPSLA results)

¢\ Configure and verify Cisco NetFlow

e #.yv.a NetFlow v, va
e #.)\.b Local retrieval
e #£.1).Cc Export (configuration only)

v..-\\o Switch

1.\ Configure and verify switch administration
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e y).a SDM templates
e V)b Managing MAC address table
e 1) C Troubleshoot Err-disable recovery

1.y Configure and verify Layer v protocols

e yv.a CDP,LLDP
e \YbUDLD

v.¥ Configure and verify VLANs

e \y.a Access ports
e \¥b VLAN database
e yy.c Normal, extended VLAN, voice VLAN

v.¥ Configure and verify trunking

e Vy¥a VTPwv\,VTPvy, VTPvy, VTP pruning
e y¥rbdothQ

e 1 ¥.Cc Native VLAN

e 1.¥xd Manual pruning

1.0 Configure and verify EtherChannels

e 1.a8.a LACP, PAgP, manual

e V&b Layery,Layery

e 1.4 Load balancing

e \o.d EtherChannel misconfiguration guard
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v# Configure and verify spanning tree

e V#a PVST:, RPVST+, MST

e \#b Switch priority, port priority, path cost, STP timers
e \s.C PortFast, BPDUguard, BPDUfilter

e 1¢d Loopguard and Rootguard

vy Configure and verify other LAN switching technologies
e \.v.a SPAN, RSPAN
v.A Describe chassis virtualization and aggregation technologies

¢ \.AQ Stackwise

v.\ Configure and verify switch security features

e v).a DHCP snooping

e vAbIP Source Guard

e v).c Dynamic ARP inspection
e v..d Port security

e v).e Private VLAN

e v fStorm control

v.y Describe device security using Cisco I0S AAA with TACACS+ and RADIUS

o vy.a AAA with TACACS+ and RADIUS
e vy.b Local privilege authorization fallback
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v.» Configure and verify first-hop redundancy protocols

e v)a HSRP
e v\bVRRP
e Y CGLBP

¥..-\vo T-SHOOT
1.1 Use Cisco I0S troubleshooting tools

e 1.).a Debug, conditional debug
e 1. .b Ping and trace route with extended options

.Yy Apply troubleshooting methodologies

e \y.a Diagnose the root cause of networking issues @nalyze symptoms,
identify and describe root cause)

e 1.v.b Design and implement valid solutions

e \.v.c Verify and monitor resolution

v\ Troubleshoot switch administration

e v)r.a SDM templates
e v.).b Managing MAC address table
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e v.aC Troubleshoot Err-disable recovery

vy Troubleshoot Layer v protocols

e vy.a CDP,LLDP
e YYbUDLD

vy Troubleshoot VLANS

e vy.a Access ports
e vY¥b VLAN database
e yvy.c Normal, extended VLAN, voice VLAN

v.¥ Troubleshoot trunking

e v¥aVTPwv\,VTPvy, VTPvy, VTP pruning
e vrbdothQ

e v¥.c Native VLAN

e v¥xd Manual pruning

v.o Troubleshoot EtherChannels

e va.a LACP, PAgP, manual

e vob Layery,Layery

e va.c Load balancing

e vu.d EtherChannel misconfiguration guard

v# Troubleshoot spanning tree

e vsa PVST:, RPVST +, MST
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e vsb Switch priority, port priority, path cost, STP timers
» vs.c PortFast, BPDUguard, BPDUfilter
e vsd Loopguard, Rootguard

vy Troubleshoot other LAN switching technologies
e v.v.a SPAN, RSPAN
v.A Troubleshoot chassis virtualization and aggregation technologies

e v.AQ Stackwise

v.\ Troubleshoot IPvf addressing and subnetting

e v.).a Address types (Unicast, broadcast, multicast, and VLSM)
e v).b ARP

e v).Cc DHCP relay and server

e v.).d DHCP protocol operations

vy Troubleshoot IPvs addressing and subnetting

e vy.aUnicast

e vv.b EUl-#f

e vy.cND,RSRA

e v.y.d Autoconfig SLAAC)

e vve DHCPrelay and server

o v.v.f DHCP protocol operations
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vx Troubleshoot static routing

v.f Troubleshoot default routing

v.6 Troubleshoot administrative distance

v# Troubleshoot passive interfaces

v.v Troubleshoot VRF lite

v.A Troubleshoot filtering with any protocol

va Troubleshoot between any routing protocols or routing sources

v.\- Troubleshoot manual and autosummarization with any routing protocol

v\ Troubleshoot policy-based routing

v.\Y Troubleshoot suboptimal routing

v.\v Troubleshoot loop prevention mechanisms

e v.v.a Route tagging,filtering
e vav.b Split-horizon
e v.v.c Route poisoning

v.\f Troubleshoot RIPvy
v.\ o Troubleshoot EIGRP neighbor relationship and authentication

v.\¢# Troubleshoot loop free path selection
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e vara RD,FD, FC,successor, feasible successor
v.\v Troubleshoot EIGPR operations

e v.va Stuckin active
v.A Troubleshoot EIGRP stubs
v.14 Troubleshoot EIGRP load balancing

e vya.a Equal cost
e v.ab Unequal cost

v.y- Troubleshoot EIGRP metrics

vy Troubleshoot EIGRP for IPvs

v.yy Troubleshoot OSPF neighbor relationship and authentication
v.yy Troubleshoot network types, area types, and router types

e v.yr.a Point-to-point, multipoint, broadcast, nonbroadcast

e vyvb LSA types, area type: backbone, normal, transit, stub, NSSA, totally
stub

e vyvc Internal router, backbone router, ABR, ASBR

e v.yvrd Virtual link

vyf Troubleshoot OSPF path preference

v.yo Troubleshoot OSPF operations
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v.v¢# Troubleshoot OSPF for IPvs
v.yy Troubleshoot BGP peer relationships and authentication

e Yyv.a Peergroup
e v.yv.b Active, passive
e YvyvcC States and timers

v.YA Troubleshoot eBGP

e YyYAra eBGP
e vyADb t-byte AS number
e vYAC Private AS

f.)y Troubleshoot GRE
6.1 Troubleshoot IOS AAA using local database
oy Troubleshoot device access control

e ovaLines (VTY,AUX, console)
e ay.b Management plane protection
e &.y.c Password encryption

oy Troubleshoot router security features
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e oYy.alPvs access control lists (standard, extended, time-based)

e oYb IPvs traffic filter
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o ox.c Unicastreverse path forwarding

¢ Troubleshoot device management

e #).a Consoleand VTY
e s\b Telnet, HTTP, HTTPS, SSH, SCP
e sNC(DHFTP

¢y Troubleshoot SNMP

e FYA VY
e sYbvy

¢y Troubleshoot logging

e sya Local logging, syslog, debugs, conditional debugs
e s#¥b Timestamps

¢f Troubleshoot Network Time Protocol(NTP)

e sf.a NTP master, client, version v, version ¥
e £¥b NTP authentication

¢ o Troubleshoot IPvf and IPvs DHCP

e 5.2 DHCP client, I0OS DHCP server, DHCP relay
o ¢#0b DHCP options (describe)
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5 Troubleshoot IPvf Network Address Translation (NAT)
» ss.a Static NAT, Dynamic NAT, PAT
sy Troubleshoot SLA architecture

¢A Troubleshoot tracking objects

e s.Aa Tracking objects
o #Ab Tracking different entities (for example, interfaces, IPSLA results)

CCIE Routing and Switching
1.\ LAN switching technologies

v.v.a Implement and troubleshoot switch administration
o ‘.. lil Managing MAC address table
o V. .a liil errdisable recovery
o y.aa liiil Ly MTU
v.'.b Implement and troubleshoot layer v protocols
o V.\b [il CDP,LLDP
o V. b [iil UDLD
v.1.Cc Implement and troubleshoot VLAN

o Y. il access ports

o Y. liil VLAN database

o V.. [iiil normal, extended VLAN, voice VLAN
v.1.d Implement and troubleshoot trunking
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o v d [il VTPvy, VTPvy, VTPvY, VTP pruning
o 1. .d [iil dotvQ
o 1.1 .d [iii] Native VLAN
o y.1.d [ivl Manual pruning
e y)relmplement and troubleshoot etherchannel
o Y.y .e[il LACP, PAgP, manual
o Y.y .e liil layery, layery
o .\ .e liii] load-balancing
o 1.1 .e livl etherchannel misconfiguration guard
e .\ fImplement and troubleshoot spanning-tree
o .\ flil PVST+RPVST+MST
o V. flii] switch priority, port priority, path cost, STP timers
o .\ fliii] port fast, BPDUguard, BPDUfilter
o V. flivl loopguard, rootguard
e 1).g Implement and troubleshoot other LAN switching
technologies
o .19 [il SPAN, RSPAN, ERSPAN

vy Layer y Multicast

e \yvalmplement and troubleshoot IGMP
o yvvya [ll IGMPvy, IGMPvyY, IGMPvy
o y.y.a lii] IGMP snooping
o \.va liiil IGMP querier
o yvya livl IGMP filter
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o y.ya [v] IGMP proxy

v.¥ Layer y WAN circuit technologies

e \valmplement and troubleshoot HDLC
e yyrb Implement and troubleshoot PPP
o \rb [i] authentication [PAP, CHAP]
o \y.b[iil PPPoE
o y.xb [iii] MLPPP

v.¥ Troubleshooting layer y technologies

e \.¥.a Use lOS troubleshooting tools
o y.¥a lil debug, conditional debug
o y.r.a liil ping, traceroute with extended options
o y.¥.a liiil Embedded packet capture
e 1.¥x.b Apply troubleshooting methodologies
o 1.¥b [il Diagnose the root cause of networking issue [analyze
symptoms, identify and describe root cause]
o \1.f.b [iil Design and implement valid solutions according to
constraints
o \.¥.b [iii] Verify and monitor resolution
e \¥.C Interpret packet capture
o yV.¥.c [il Using wireshark trace analyzer
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o y1.¥.c [iil Using IOS embedded packet capture

vy Addressing technologies

e v..a ldentify, implement and troubleshoot IPvf addressing and sub-

netting
o v.\.a lil Address types, VLSM
o v..a liil ARP
e v b ldentify,implement and troubleshoot IPvs addressing and sub-
netting

o v.1 b [i] Unicast, multicast

o v.\b [ii] EUl-s¥

o v.\.b [iiil ND,RS/RA

o Y. b [iv] Autoconfig/SLAAC temporary addresses [RFCtaf)]
o v.\.b [v] Global prefix configuration feature

vy Layer v Multicast

e v.x.a Troubleshoot reverse path forwarding
o vy.a li] RPF failure
o vyaliil RPF failure with tunnel interface
e vx.bImplement and troubleshoot IPvf protocol independent

multicast
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o v.y.b [il PIM dense mode, sparse mode, sparse-dense mode
o v.y.b [ii] Static RP, auto-RP, BSR
o v.y.b [iii] Bidirectional PIM
o v.v.b [ivl Source-specific multicast
o v.y.b [vl Group to RP mapping
o v.x.b [vi] Multicast boundary
e vx.cImplement and troubleshoot multicast source discovery
protocol
o v.x.clil Intra-domain MSDP [anycast RP]
o vy.cliil SAfilter

vy Fundamental routing concepts

« vy.almplement and troubleshoot static routing
e vy.bImplement and troubleshoot default routing
« vy.c Compare routing protocol types
o vy [il distance vector
o vy.cliil link state
o v.x.c liii] path vector
o vydImplement, optimize and troubleshoot administrative distance
e vyrelmplement and troubleshoot passive interface
o vyflmplement and troubleshoot VRF lite
e vy g lmplement, optimize and troubleshoot filtering with any routing
protocol
e vyrhImplement, optimize and troubleshoot redistribution between any
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routing protocol
e vr.ilmplement, optimize and troubleshoot manual and auto summarization
with any routing protocol
e vrjImplement, optimize and troubleshoot policy-based routing
e vrkldentify and troubleshoot sub-optimal routing
o vrlImplement and troubleshoot bidirectional forwarding detection
e vyy.m Implement and troubleshoot loop prevention mechanisms
o vym [i] Route tagging, filtering
o v.x.m [iil Split horizon
o v.x.m [iiil Route poisoning
e vy.nImplement and troubleshoot routing protocol
authentication
o v.x.n[il MDo
o vx.n lii] key-chain
o vx.n [iii]l EIGRP HMAC SHAr-vasbit
o vx.n[ivl OSPFvy SHA\-\asbit
o v.x.n [vl OSPFvy IPsec authentication

v.¥f RIP vy

e vralmplement and troubleshoot RIPvy

v.0 EIGRP [for IPvf and IPv¥]
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o vo.a Describe packet types
o v.a lil Packet types [hello, query, update, and such]
o v.o.a lii] Route types [internal, externall
e vabImplement and troubleshoot neighbor relationship
o v..b [il Multicast, unicast EIGRP peering
e vac Implement and Troubleshoot Loop free path selection
o vo.clil RD, FD, FC,successor, feasible successor
o v.a.c [ii] Classic metric
o v.o.c [iii]l Wide metric
e vadImplement and troubleshoot operations
o v.od [il General operations
o v.od [iil Topology table, update, query, active, passive
o v.ad [iii] Stuck in active
o v.od [ivl Graceful shutdown
e vo.elmplement and troubleshoot EIGRP stub
o voe[il stub
o va.e liil leak-map
o vaflmplement and troubleshoot load-balancing
o v.oflil equal-cost
o v.afliil unequal-cost
o vofliiil add-path
e v.u.9 Implement EIGRP [multi-address] named mode
o v.u.9 [il Types of families
o v.o.(g lii] IPvs address-family
o v..9 [iii] IPvs address-family
e vohImplement,troubleshoot and optimize EIGRP convergence and
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scalability

o v.uo.h [il Describe fast convergence requirements

o v.a.h [ii] Control query boundaries

o vo.h liiil IP FRR/fast reroute [single hopl

o v.o.h [ivl Summary leak-map

o v.ah [vl Summary metric

vs OSPF [vy and vy]

o vsa Describe packet types
o vsalil LSAtypes,v,v. ¥f,0,v,4l
o vsa liil Route types [Ny, Ny, E», Ev]
e vsb Implement and troubleshoot neighbor relationship
e vsCImplement and troubleshoot OSPFvy address-family support
o vsCli] IPvs address-family
o vsc liil IPvs address-family
e vsdImplement and troubleshoot network types, area types and router
types
o vsd [i] Point-to-point, multipoint, broadcast, non-broadcast
o ved [iil LSA types, area type: backbone, normal, transit, stub, NSSA,
totally stub
o vsd liiil Internal router, ABR, ASBR
o vsd [iv] Virtual link
« vseImplement and troubleshoot path preference
o vsfImplement and troubleshoot operations
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o vsflil General operations

o vsfliil Graceful shutdown

o vsfliiil GTSM [generic TTL security mechanism]

e v£g Implement, troubleshoot and optimize OSPF convergence and
scalability

o vsg lil Metrics

o vsQg liil LSA throttling, SPF tuning, fast hello

o v liii]l LSA propagation control [area types, ISPF]

o vsQg livl IP FR/fast reroute [single hop]

o vsg vl LFA/loop-free alternative [multi hop]

o v£g [vil OSPFvy prefix suppression

vyv BGP

e vv.a Describe,implement and troubleshoot peer relationships
o vva li] Peer-group, template
o v.va liil Active, passive
o v.va liii] States, timers
o v.va livl Dynamic neighbors
e vvbImplement and troubleshoot IBGP and EBGP
o vv.b il EBGP,IBGP
o v.vb [ii]l ¥ bytes AS number
o v.v.b [iii] Private AS
» v.v.c Explain attributes and best-path selection
o vvdImplement, optimize and troubleshoot routing policies
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o v.vd [i] Attribute manipulation
o v.vd [ii] Conditional advertisement
o v.vd [iii] Outbound route filtering
o vvd [ivl Communities, extended communities
o v.vd [v]l Multi-homing
vv.e Implement and troubleshoot scalability
o vve li] Route-reflector, cluster
o vve lii] Confederations
o v.v.e liiil Aggregation, AS set
vvfImplement and troubleshoot multi-protocol BGP
o v.vflil IPvs,IPvs, VPN address-family
vv.g Implement and troubleshoot AS path manipulations
o v.vg lil Local AS, allow AS in,remove private AS
o v.vg liil Prepend
o v.vg liiil Regexp
vv.h Implement and Troubleshoot Other Features
o v.v.h [i] Multipath
o v.v.h [iil BGP synchronization
o v.v.h [iii] Soft reconfiguration, route refresh

v.A Troubleshooting layer v technologies

e vAa Use lOS troubleshooting tools

o v.Aa lil debug, conditional debug
o v.Aa liil ping, traceroute with extended options
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o v.Aa liiil Embedded packet capture
e vAb Apply troubleshooting methodologies
o v.Ab [il Diagnose the root cause of networking issue [analyze
symptoms, identify and describe root cause]
o v.Ab [iil Design and implement valid solutions according to
constraints
o v.Ab [iii] Verify and monitor resolution
e YAC Interpret packet capture
o v.AcC [il Using wireshark trace analyzer
o v.AcC[iil Using IOS embedded packet capture

v.\ Tunneling

e vy.almplement and troubleshoot MPLS operations
o v..alil Label stack, LSR, LSP
o v.).a liil LDP
o v.1.a liiil MPLS ping, MPLS traceroute
e vibImplement and troubleshoot basic MPLS Ly¥VPN
o v.a.blil LvVPN, CE, PE,P
o v.\ b liil Extranet [route leaking]
e vi.CImplement and troubleshoot encapsulation
o v.a.C il GRE
o v.\.c [iil Dynamic GRE
o v.1dImplement and troubleshoot DMVPN [single hub]
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o v dI[il NHRP
o v.d [iil DMVPN with IPsec using preshared key
o v, d [iiil QoS profile
o v.d [ivl Pre-classify

vy Encryption

e vvalmplement and troubleshoot IPsec with preshared key
o vva li] IPvs site to IPvs site
o vya liil IPvsin IPvf tunnels
o v.y.a liii] Virtual tunneling interface [VTI]

vy Troubleshooting VPN technologies

e vy.a Use lOS troubleshooting tools
o vva lil debug, conditional debug
o vrya liil ping, traceroute with extended options
o vya liiil Embedded packet capture
e vy.b Apply troubleshooting methodologies
o vxb [il Diagnose the root cause of networking issue [analyze
symptoms, identify and describe root cause]
o vxb [iil Design and implement valid solutions according to
constraints
o v.x.b [iii] Verify and monitor resolution
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e vy Interpret packet capture
o vy.c [il Using wireshark trace analyzer
o vy.cliil Using IOS embedded packet capture

£.) Device security

e t)r.almplement and troubleshoot I0S AAA using local database
e t1.bImplement and troubleshoot device access control

o t..b [il Lines [VTY, AUX, console]

o .\ b [iil SNMP

o t.\.b [iiil Management plane protection

o ¥. b [ivl Password encryption
e t1.CImplement and troubleshoot control plane policing

£y Network security

e tyalmplement and troubleshoot switch security features
o ty.a li] VACL, PACL
o ft.y.a lii] Stormcontrol
o t.y.a liiil DHCP snooping
o tyalivl IP source-guard
o fty.a [vl Dynamic ARP inspection
o t.y.a [vi] Port-security
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f.y.a [viil Private VLAN

e tx.bImplement and troubleshoot router security features

o

o

o

fx.b [il IPvf access control lists [standard, extended, time-based]
fy.b [ii] IPvs traffic filter
f.v.b [iiil Unicast reverse path forwarding

e ty.clImplement and troubleshoot IPvs first hop security

o

o

o

o

o

o

o

f.y.c [i] RA guard

t.y.c [iil DHCP guard

f.v.c liii] Binding table

f.y.c livl Device tracking

f.y.c [vI ND inspection/snooping
t.y.c [vil Source guard

f.v.C [vii] PACL

fx Troubleshooting infrastructure security

e fy.a Use lOS troubleshooting tools

o

o

o

fr.a [il debug, conditional debug

f.x.a lii] ping, traceroute with extended options

ty.a liiil Embedded packet capture

fx.b Apply troubleshooting methodologies

fx.b [i] Diagnose the root cause of networking issue [analyze
symptoms, identify and describe root cause]

f.x.b [ii]l Design and implement valid solutions according to
constraints
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o t.x.b [iii] Verify and monitor resolution
e tyc Interpret packet capture
o tx.c[il Using wireshark trace analyzer
o fx.cliil Using IOS embedded packet capture

6.y System management

e &.).almplement and troubleshoot device management
o a..a lil Console and VTY
o a..a liil telnet, HTTP, HTTPS, SSH, SCP
o a.n.a il [TIFTP
e 5.).bImplement and troubleshoot SNMP
o oMb il vye, vy
e &) .CImplement and troubleshoot logging
o a..c[il Local logging, syslog, debug, conditional debug
o a.).c [ii] Timestamp

6.y Quality of service

e &yalmplement and troubleshoot end to end QoS
o ava li] CoS and DSCP mapping

e &x.b Implement, optimize and troubleshoot QoS using MQC
o ay.b [i] Classification
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o.y.b [iil Network based application recognition [NBAR]

.y b [iiil Marking using IP precedence, DSCP, CoS, ECN

s.y.b [iv] Policing, shaping

s.y.b [v] Congestion management [queuing]

6.x.b [vil HQO0S, sub-rate ethernet link

».y.b [viil Congestion avoidance [WRED]

oy Network services

e sv.almplement and troubleshoot first-hop redundancy protocols

o

o

sx.a [il HSRP, GLBP, VRRP
sy .a liil Redundancy using IPvs RS/RA

e ov.bImplement and troubleshoot network time protocol

o

o

ox.b [il NTP master, client, version v, version f
ox.b [iil NTP authentication

e ax.cImplement and troubleshoot IPvf and IPvs DHCP

o

o

o

o

o

o

s.x.c [il DHCP client, 10S DHCP server, DHCP relay
sy .c [iil DHCP options

s.x.c [iiil DHCP protocol operations

s.x.C livl SLAAC/DHCPvs interaction

s.y.c [v] Stateful, stateless DHCPvs

sy .c [vil DHCPvs prefix delegation

e sxdImplement and troubleshoot IPvs network address translation

o

o

o.x.d [i] Static NAT, dynamic NAT, policy-based NAT, PAT
oxd [iil NAT ALG

Q Q
n ®
? Q ? Q
A N
? Q g Q
A A
A > & A SN . A > & > 4 > 4
A ”00 N 0 : * S "90 N 0 :A’ N
I.A”l A’l f .IA ’Al ” ? .”I A’l ] .l A’A ’AIA” .l



L SiilA

Ju Sle el my

WS i Lo sless 408 (pabls (b eanly Sl
AANAFANYY @ SLe | AAAOV-VO | AAAQQYYA - 0- 1Al

6.¥ Network optimization

e s¥almplement and troubleshoot IP SLA

o

s.x.a [il ICMP, UDP,jitter, VoIP

e »¥b Implement and troubleshoot tracking object

o

o

s.¥.b [i] Tracking object, tracking list
o.f.b [iil Tracking different entities [e.g. interfaces, routes, IPSLA, and
suchl]

e »¥.cCImplement and troubleshoot netflow

o

o

o

o

o

6.¥.C [i] Netflow vo, va

s.¥.C lii] Local retrieval

o.¥.C liii] Export [configuration only]

s.¥.d Implement and troubleshoot embedded event manager
s.xd [i] EEM policy using applet

6.6 Troubleshooting infrastructure services

s.6.a Use 10S troubleshooting tools
s.0.a il debug, conditional debug
o.6.a lil] ping, traceroute with extended options
s.o.a liii) Embedded packet capture
6.6.b Apply troubleshooting methodologies
o.6.b [i] Diagnose the root cause of networking issue [analyze
symptoms, identify and describe root cause]
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° o.6.b [ii] Design and implement valid solutions according to
constraints
° o.6.b [iii] Verify and monitor resolution
8.6.C Interpret packet capture
° o.6.Cc [il Using wireshark trace analyzer
° o.6.c [ii]l Using IOS embedded packet capture
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