L SiilA

Jb\ Sle el Wy

WS i Lo sless 408 (pabls (b eanly Sl
AANAFANYY @ SLe | AAAOV-VO | AAAQQYYA - 0- 1Al

CCIE Security s CCNA Security ;| st ool gl 0,90

peiSe Ty
CCIE Security 51 CCNA Security ;| sSuw coil gals> 0,90

©)9° ¥ SH9°

0)9° ¥ SH9°

22 6l caiel a5 Sl 5ol co 95w Sl Sl 039> 0 JelS 2o S Cisco Security Pack o s
0,99 (nl (b aites axlye g BB LA L oje> nl o (S sla O jlee shilo Sl BN WSl (o0 65978 5 poe Slosle
s)ls CCNA Security o5 o3kl slo Jas jo coiel adgl colo b olesT 5l o seiils a5 conl sy alowl gl a8
S Sl i 5 9 slo Jlg o L IS slo & )les b sl 48> 5 gl 590 4 5 003 CCNP Security sls o9
& ehigel Dl old )l )95l sl Conliz (o 1 09 g0 Lib] S podw (23] b . s ACS 4 ISE

S dlem lgmiils 4 w8 Dlgie ol jen

(8,92>) L J*"B)-“

o Juad oo
vy--v#- IINS
v.y Common security principles
e 1.).a Describe confidentiality, integrity, availability (CIA)
e \.\b Describe SIEM technology
e 1.1 C ldentify common security terms
e 1.1 d Identify common network security zones
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v.y Common security threats

v.v.a ldentify common network attacks

v.v.b Describe social engineering

\.v.c Identify malware

1.v.d Classify the vectors of data loss/exfiltration

v¥ Cryptography concepts

y.xv.a Describe key exchange

y.x.b Describe hash algorithm

y.y.c Compare and contrast symmetric and asymmetric encryption
v.v.d Describe digital signatures, certificates, and PKI

v.¥ Describe network topologies

v.¥.a Campus area network (CAN)

v.f.b Cloud, wide area network (WAN)

v.f.c Data center

v.¥.d Small officeshome office GOHO)

1.¥.e Network security for a virtual environment

v..-v.A SISAS

1.\ Implement device administration

v.v.a Compare and select AAA options
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e V)b TACACS:

e y.,.¢c RADIUS
e 1.,.d Describe Native AD and LDAP

1.y Describe identity management

e \.v.a Describe features and functionality of authentication and
authorization

e 1.x.b Describe identity store options d.e., LDAP, AD, PKI, OTP, Smart Card,
local)

e \.v.clImplement accounting

v¥ Implement wired/wireless A-v.1 X

e yy.a Describe RADIUS flows

e \xb AV pairs

e \vCEAPtypes

» Vyvd Describe supplicant, authenticator, and server

e \y.e Supplicant options

e V\yfA.vaX phasing (monitor mode, low impact, closed mode)
e vvgAAAserver

» yv.h Network access devices

\.f Implement MAB

e 1¥r.a Describe the MAB process within an A-v.\ X framework
« 1.rb Flexible authentication configuration
e 1 .f.C ISE authentication/authorization policies
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v.¥.d ISE endpoint identity configuration
\.f.e Verify MAB Operation

v.6 Implement network authorization enforcement

v.o0.a dACL

v.6.b Dynamic VLAN assignment
v.0.c Describe SGA

v.6.d Named ACL

v.0.e CoOA

v# Implement Central Web Authentication (CWA)

vs.a Describe the function of CoA to support web authentication
v#.b Configure authentication policy to facilitate CWA

v.#.Cc URL redirect policy

v.#.d Redirect ACL

y.s.e Customize web portal

v#f Verify central web authentication operation

v.v Implement profiling

v.v.a Enable the profiling services

v.v.b Network probes

1.v.c 10S Device Sensor

v.vd Feed service

\.v.e Profiling policy rules

v.vf Utilize profile assignment in authorization policies
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e 1.v.g Verify profiling operation

v.A Implement guest services

* V.Aa Managing sponsor accounts

e YAb Sponsor portals

e VAC Guest portals

e 1yAd Guest Policies

e V.Ae Self registration

o VAfGuest activation

» 1.Ag Differentiated secure access

e 1Ah Verify guest services operation

v.4 Implement posture services

e ya.a Describe the function of CoA to support posture services
e 1ab Agent options

e 1ac Client provisioning policy and redirect ACL

e 1ad Posture policy

e Ya.e Quarantineremediation

» 1afVerify posture service operation

v+ Implement BYOD access

e \.\-.a Describe elements of a BYOD policy
e 1..-b Device registration

e \.\-.C My devices portal

e 1. ..d Describe supplicant provisioning
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vy Describe TrustSec Architecture

v.y.a SGT Classification - dynamicstatic
v..b SGT Transport - inline tagging and SXP
v.).c SGT Enforcement - SGACL and SGFW
v,.d MACsec

v.\ Troubleshoot identity management solutions

v.1.a ldentify issues using authentication event details in Cisco ISE
v.\.b Troubleshoot using Cisco ISE diagnostic tools

v.y.c Troubleshoot endpoint issues

v.1.d Use debug commands to troubleshoot RADIUS and A-yAX on 10S
switches and wireless controllers

v.1.e Troubleshoot backup operations

£ Design highly secure wireless solution with ISE

f.).a ldentity Management

fabAYAX
fy.c MAB
f.1.d Network authorization enforcement
fy.e CWA
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e ¥t fProfiling

e ¥.1.g Guest Services

e t..h Posture Services
e ¥.).i BYOD Access

6.y Device administration
6.y ldentity Management
o.x Profiling

6.f Guest Services

6.6 Posturing Services

6.5 BYOD Access

v..-v.# SENSS

v.) Implement firewall (ASA or 10S depending on which supports the
implementation)

v.a.a Implement ACLs

v.1.b Implement statici/dynamic NAT/PAT
v.1.Cc Implement object groups

v.1.d Describe threat detection features
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e y)r.elmplement botnet traffic filtering
» 1.1 f Configure application filtering and protocol inspection
e 1.1.g Describe ASA security contexts

vy Implement Layer v Security

e 1.x.a Configure DHCP snooping

e 1.v.b Describe dynamic ARP inspection

e 1.x.c Describe storm control

e 1.vd Configure port security

e \v.e Describe common Layer v threats and attacks and mitigation
o Vv fDescribe MACSec

e \.y.g Configure IP source verification

v.¥ Configure device hardening per best practices

* y¥y.a Routers
e \v.b Switches
e \Yy.C Firewalls

Y. Implement SSHvy, HTTPS, and SNMPvy access on the network devices
vy Implement RBAC on the ASA/IOS using CLI and ASDM
vy Describe Cisco Prime Infrastructure

e yy.a Functions and use cases of Cisco Prime
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e vy.b Device Management

v.¥ Describe Cisco Security Manager (CSM)

e v¥f.a Functions and use cases of CSM
e v.fb Device Management

v.o Implement Device Managers

e voa.almplement ASA firewall features using ASDM

v.\ Configure NetFlow exporter on Cisco Routers, Switches, and ASA
vy Implement SNMPvy
« vv.a Create views, groups, users, authentication, and encryption

vy Implement logging on Cisco Routers, Switches, and ASA using Cisco best
practices

vf Implement NTP with authentication on Cisco Routers, Switches, and ASA
v.6 Describe CDP, DNS, SCP, SFTP,and DHCP

» v.o.a Describe security implications of using CDP on routers and switches
e vob Need for dnssec
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£ Monitor firewall using analysis of packet tracer, packet capture, and syslog

» t.).a Analyze packet tracer on the firewall using CLIASDM
e f.1.b Configure and analyze packet capture using CLI/ASDM
e t.).Cc Analyze syslog events generated from ASA

s.\ Design a Firewall Solution

e &) .a High-availability

e &.).b Basic concepts of security zoning
e o) .C Transparent & Routed Modes

e &..d Security Contexts

o.y Layer v Security Solutions

e svalmplement defenses against MAC, ARP, VLAN hopping, STP,and DHCP
rogue attacks

e &.x.b Describe best practices for implementation

e &.y.c Describe how PVLANs can be used to segregate network traffic at
Layery

¢\ Describe security operations management architectures
e #.).a Single device manager vs. multi-device manager

¢y Describe Data Center security components and considerations
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e sy.a Virtualization and Cloud security
¢y Describe Collaboration security components and considerations
« sy.a Basic ASA UC Inspection features

¢¥ Describe common IPvs security considerations

e s¥.a Unified IPvs/IPve ACL on the ASA

v..-v.q4 SIMOS
v\ Site-to-site VPNs on routers and firewalls

v.).a Describe GETVPN

v.\v.b Implement IPsec (with IKEvy and IKEvy for both IPVf & IPV5)

v.1.Cc Implement DMVPN hub-Spoke and spoke-spoke on both IPVf & IPVs)
v.1.d Implement FlexVPN (hub-Spoke on both IPVs & IPV#) using local AAA

v.¥ Implement remote access VPNs

e yvalmplement AnyConnect IKEvy VPNs on ASA and routers
e yv.b Implement AnyConnect SSLVPN on ASA and routers

e Vv.cImplement clientless SSLVPN on ASA and routers

e y.vd Implement FLEX VPN on routers
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v.) Troubleshoot VPN using ASDM & CLI

e v.).a Troubleshoot IPsec

e v.).bTroubleshoot DMVPN

e v.).C Troubleshoot FlexVPN

e v).d Troubleshoot AnyConnect IKEvy and SSL VPNs on ASA and routers
e v.).e Troubleshoot clientless SSLVPN on ASA and routers

v.\ Design site-to-site VPN solutions

e v).a ldentify functional components of GETVPN, FlexVPN, DMVPN, and IPsec
« v1.b VPN technology considerations based on functional requirements

e v.a.C High availability considerations

o v.ad Identify VPN technology based on configuration output

vy Design remote access VPN solutions

« v.y.a ldentify functional components of FlexVPN, IPsec, and Clientless SSL
« v.v.b VPN technology considerations based on functional requirements

e v.y.c High availability considerations

« vvy.d ldentify VPN technology based on configuration output

e vy.e ldentify AnyConnect client requirements

o vy fClientless SSL browser and client considerationsirequirements

e v.vg ldentify split tunneling requirements

vy Describe encryption, hashing, and Next Generation Encryption (NGE)
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e vy.a Compare and contrast Symmetric and asymmetric key algorithms
e vyb ldentify and describe the cryptographic process in VPNs - Diffie-
Hellman, IPsec - ESP, AH, IKEv), IKEvY, hashing algorithms MDs and SHA, and
authentication methods
e vy.c Describe PKI components and protection methods
e vx.d Describe Elliptic Curve Cryptography (ECC)
e vy.e Compare and contrast SSL, DTLS, and TLS

SITCS v+ --vy+)

1.\ Cisco Cloud Web Security (CWS)

v.).a Describe the features and functionality

v.1.b Implement the I0S and ASA connectors

V.. Implement the Cisco AnyConnect web security module
v.1.d Implement web usage control

v.).e Implement AVC

v fImplement antimalware

v.).g Implement decryption policies

1.y Cisco Web Security Appliance (WSA)

e \v.a Describe the features and functionality
e \v.b Implement data security
e 1y Implement WSA identity and authentication, including transparent
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user identification

v.v.d Implement web usage control

v.v.e Implement AVC

vy fImplement antimalware and AMP

1v.v.g Implement decryption policies

1v.y.h Implement traffic redirection and capture methods explicit proxy vs.

transparent proxy)

co Email Security Appliance

y.x.a Describe the features and functionality

v.xb Implement email encryption

y.¥.c Implement antispam policies

vx.d Implement virus outbreak filter

v.x.e Implement DLP policies

v¥ flmplement antimalware and AMP

v.¥.g Implement inbound and outbound mail policies and authentication
v.¥.h Implement traffic redirection and capture methods

vxiImplement ESA GUI for message tracking

v.y Cisco Next-Generation Firewall NGFW) Security Services

v.).a Implement application awareness

v. b Implement access control policies (URL-filtering, reputation based, file
filtering)

v.1.c Configure and verify traffic redirection
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e vad Implement Cisco AMP for Networks

v.y Cisco Advanced Malware Protection (AMP)

e vy.a Describe cloud detection technologies

e v.x.b Compare and contrast AMP architectures (public cloud, private cloud)
e v.x.c Configure AMP endpoint deployments

e v.x.d Describe analysis tools

e vy.e Describe incident response functionality

e vy fDescribe sandbox analysis

e v.y.g Describe AMP integration

v.\ Configurations
vy Describe traffic redirection and capture methods

e vy.a Describe preprocessors and detection engines

e vy.bImplement event actions and suppression thresholds
e vy.clImplement correlation policies

e v.v.d Describe SNORT rules

e vy.elmplement SSL decryption policies

vy Deployments

e vy.a Deploy inline or passive modes
o vy.b Deploy NGIPS as appliance, virtual appliance, or module within an ASA
e vy.c Describe the need for traffic symmetry
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e vyd Compare inline modes:inline interface pair and inline tap mode

f.) Design a web security solution

e t).a Compare and contrast Cisco FirePOWER NGFW, WSA, and CWS
e t.\.b Compare and contrast physical WSA and virtual WSA
e t.).C Describe the available CWS connectors

£y Design an email security solution

e ty.a Compare and contrast physical ESA and virtual ESA
e ftyb Describe hybrid mode

fx Design Cisco FirePOWER solutions

« tr.a Configure the virtual routed, switched, and hybrid interfaces
e ty.b Configure the physical routed interfaces

6.y Design a web security solution

e &.).a Compare and contrast FirePOWER NGFW, WSA, and CWS
e &.).b Compare and contrast physical WSA and virtual WSA
e 0. .C Describe the available CWS connectors

6.y Cisco Web Security Appliance (WSA)
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e av.almplement the WSA Policy Trace tool
e &.x.b Describe WSA reporting functionality
e ay.c Troubleshoot using CLI tools

oy Cisco Email Security Appliance (ESA)

e sv.almplement the ESA Policy Trace tool
o ax.b Describe ESA reporting functionality
e oy.c Troubleshoot using CLI tools

o.¥ Cisco FirePOWER

e &f.a Describe the Cisco FirePOWER Management Center dashboards and
reports

e &fb Implement health policy

e ».¥.c Configure email, SNMP, and syslog alerts

e &.xd Troubleshoot NGIPS using CLI tools

CCIE Security va

e Perimeter Security and Intrusion Prevention

e Advanced Threat Protection and Content Security

e Secure Connectivity and Segmentation

o ldentity Management, Information Exchange and Access
e Infrastructure Security, Virtualization and Automation

« Evolving Technologies
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