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e Deploying Cisco ASA Management Plane Security Controls
o Deploying Cisco Traffic Telemetry Methods
e Deploying Cisco I0S Layer vy and Layer v Data Plane Security Controls

v. Deploying NAT on Cisco I0S and Cisco ASA

e Introducing Network Address Translation
e Deploying Cisco ASA Network Address Translation
o Deploying Cisco 10S Software Network Address Translation

f. Deploying Threat Controls on Cisco ASA

e Introducing Cisco Firewall Threat Controls

o Deploying Basic Cisco ASA Access Policies

o Deploying Advanced Cisco ASA Application Inspection Policies
o Deploying Cisco ASA Botnet Traffic Filtering

o Deploying Cisco ASA Identity Based Firewall

5. Deploying Threat Controls on Cisco I10S Software

» Deploying Basic Cisco IOS Software with Basic Zone-Based Firewall Access

Policies
» Deploying Advanced Cisco IOS Software ZBFW with Application Inspection
Policies
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