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e Security policy and basic security architectures
e Cryptographic technologies

v.Secure Network Devices

e Implementing AAA
« Management protocols and systems
e Securing the control plane

v.Layer v Security

e Securing Layer v infrastructures
e Securing Layer v protocols

f. Firewall

Firewall technologies

Introducing the Cisco ASA vay

Cisco ASA access control and service policies
Cisco 10S zone based firewall

5.VPN

IPsec technologies

Site-to-site VPN

Client-based remote access VPN
Clientless remote access VPN
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¢. Advanced Topics

Intrusion detection and protection
Endpoint protection

Content security
Advanced network security architectures
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Security Solutions

Implementing Cisco Secure Mobility Solutions | ... SIMOS . ..o
Implementing Cisco Secure Access Solutions SISAS &,
Implementing Cisco Threat Control Solutions | ss..co SITCS V.0 5,00
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