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Wireless Fundamentals

RF Principles
RF Mathematics
Antenna Characteristics
Basics of Spread Spectrum
Wireless Media Access
Wireless Governance

Security and Client Access

Wireless Security Components
Security

X EAP Framework
EAP Authentication
WPA and WPA Security
Provide Guest Access
Native Operating Systems for WLAN Connectivity
Configure Smart Handheld Clients



Define the CiscoWireless Network Architecture

Cisco Wireless Network Deployment Options
One Management
Cisco One Network
Mobility Architecture Concepts
Optimize RF Conditions and Performance for Clients
Layer Infrastructure Support
Protocols Used in Wired Infrastructure to Support Wireless

Implement CentralizedWireless Access

Initialize a Centralized WLC
AP Initialization
Explore Additional WLC Features
Implement IPv in a Cisco Wireless Environment
Configure Client Access
Implement Roaming in the Centralized Architecture

Implement ConvergedWireless Access

Initialize a Converged WCM
AP Connectivity
Explore Additional Wireless Features
Configure Client Access
Implement Roaming in the Converged Architecture



Implement Small and RemoteWireless Access

FlexConnect Architecture
Autonomous Architecture
Cloud Architecture

WLANMaintenance and Troubleshooting

Wireless Maintenance
Troubleshooting Tools
Troubleshooting Methodology

WLAN Design

Predictive WLAN Design Process
WLAN Site Survey Process

	
WLAN

CCNP Wireless CCNAWireless 	



ICND CCENT ICND

Interconnecting Cisco Networking | ICND v
Devices Part

Interconnecting Cisco Networking | ICND v
Devices Part

Designing Cisco Wireless | WIDESIGN
Enterprise Networks v

Troubleshooting Cisco Wireless | WITSHOOT
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Securing Cisco Wireless | WISECURE
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