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Class Introduction

Class Agenda

Security Certification

Cisco Security Architecture

Network Security-ASA

Dynamic Routing (RIP, OSPF, EIGRP, BGP)
NAT

Modular Policy Framework (nspection Policy)
Virtual Firework

Actives Active Failover

Transparent Firewall

Threat Detection & Botnet Traffic Filtering
Qos

ID Firewall

Firewall Clustering

PBR on ASA

Network Security-Next Generation Firewall NGFW)
Intorduction to FirePOWER

FirePOWER Traffic Flow

Device Management

Object Management

Access Control Policy

Network Security-Next Generation Firewall NGFW)
FireSIGHT Technology
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IPS Policy

SSL Decryption

Event Analysis and Reporting
Network Security-VPN

IPSec Theory

PKI

VPN Types and Modes
Configuring Site-to-Site VPNs
Network Security-VPN
EasyVPN for SyS VPN

DMVPN

Network Security-VPN

GET VPN

IKEvy theory

FlexVPN

Network Security-Remote Access VPN
Introduction to AnyConnect
Content Security-Web Security
Web proxy deployment modes
User Identity & Authentication
Web Security Policies

URL Filtering

Content Security-Email Security
ESA Packet Flow

Reputation Filters

Message Filters
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e Anti-Spam & Anti-Virus
e Introducing to AAA
e Setup AAA Clients
e Using TACACS- for Administrators
e Using RADIUS for Network Access (A-Y.1X)
e Introducing to Cisco ISE
e Configuring MAB
o Secure Access-AAA
e Configuring Wired A-v.\x
e 10S Security
e Ly Security
o DHCP Snooping
o DAI
e Port Security
« VACL
« Evolving Technologies
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CCNA Routing and Switching e
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