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FORs--: Windows Forensic Analysis

» Digital Forensics and Advanced Data Triage

o Registry Analysis, Application Execution, and Cloud Storage Forensics
o Shell Items and Removable Device Profiling

e Email Analysis, Windows Timeline, SRUM, and Event Logs

« Web Browser Forensics

FORavy: Advanced Network Forensics: Threat Hunting, Analysis, and Incident
Response

e Off the Disk and Onto the Wire
e Core Protocols & Log Aggregation/Analysis
e NetFlow and File Access Protocols
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o« Commercial Tools, Wireless, and Full-Packet Hunting
» Encryption, Protocol Reversing, OPSEC, and Intel
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https://arjang.ac.ir/course/%D8%AF%D9%88%D8%B1%D9%87-network-%DA%A9%D8%A7%D9%85%D9%BE%D8%AA%DB%8C%D8%A7-comptia-network

