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Introduction

EVPN VXLAN Overlay Networks
Data Center Fabrics

	

Limitations of traditional Layer Data Centers
Underlay vs Overlay architecture

VXLAN encapsulation fundamentals
EVPN as the control plane for VXLAN

High level Fabric architecture Leaf Spine Clos Fabric

Lab

Review of underlay initial configuration
Basic fabric reachability validation

VXLAN EVPN Control Plane

VTEP MAC IP BGP EVPN



Why BGP EVPN Control Plane
EVPN Route Types

Route Type MAC IP Advertisement
Route Type Inclusive Multicast

Route Type IP Prefix Route
ARP ND Suppression via EVPN

NVE Interface and VTEP operation

Lab

Configure BGP EVPN control plane
Inspect EVPN routes RT RT RT on leaf nodes

VXLAN EVPN Data Plane

Forwarding

	

VXLAN encapsulation and decapsulation
Unicast forwarding behavior

Handling BUM Broadcast Unknown unicast Multicast traffic
Head End Replication HER

Multicast Group forwarding if enabled



Lab

Capture and decode VXLAN packets
Validate multicast or HER forwarding

Explore ASIC counters relevant to VXLAN Data Plane

Layer Packet Flow

VXLAN EVPN Fabric L

L forwarding workflow in EVPN
Control plane MAC learning vs data plane learning

ARP ND Behavior with EVPN
BUM handling and EVPN RT usage

Lab

Generate ARP ND traffic to observe suppression
Validate L forwarding between VTEPs

Verify BUM replication behavior



Anycast Gateway

EVPN Fabrics Distributed Anycast Gateway

Distributed Anycast Gateway architecture
IRB Integrated Routing and Bridging on VTEPs
Unified routing behavior across multiple leafs
Traffic symmetry and optimization benefits

Lab

Configure Anycast Gateway for multiple VLANs VNIs
Test gateway redundancy and load distribution

Layer Packet Flow

VXLAN L VNI L forwarding

	

Distributed routing using L VNI



Role of EVPN Route Type
Inter VRF and Inter VNI routing

Overlay routing adjacency concepts

Lab

Deploy L VNI
Test L reachability across leafs

Analyze VXLAN routing encapsulation

Multitenancy in VXLAN EVPN

VRF Isolation Segmentation

VRF design and scalability
Route Distinguisher RD

Route Target RT
Tenant based segmentation models

Mapping VLAN to VNI and VRF to L VNI

Lab

Build multiple VRF tenants



Validate segmentation between tenants
Implement route leaking optional

Easy Fabric Management with Cisco Nexus
Dashboard

Cisco Nexus Dashboard Fabric 	
ND

ND Architecture Overview
Nexus Dashboard Fabric Controller NDFC

Day Day Day operations
Telemetry Compliance Assurance
Intent based Fabric automation

Lab

Register devices in ND
Validate Fabric Inventory and Health

Explore Telemetry dashboards



Template Usage in Cisco Nexus Dashboard
Fabric Deployment

Template 	 	

	

Policy Templates
Service Templates for L VNI L VNI

Interface Profiles and Switch Profiles
Automation workflow for repeatable deployments

Lab

Create custom templates for L L services
Deploy fabric services using templates

Validate compliance and push configuration

vPC in VXLAN EVPN

VXLAN EVPN vPC 	 Multi Homing



vPC Architecture recap
EVPN Multi Homing Essentials

Role of EVPN Route Type Ethernet Auto Discovery
DF Designated Forwarder election

Multi homing redundancy and load sharing

Lab

Configure EVPN vPC
Validate multi homing operation

Test link node failures in dual homed workloads

Configure vPC and Layer Connectivity

BGP peering vPC end to end L reachability

Lab

Implement L peering with vPC
Validate routing consistency across VTEPs

Troubleshoot L forwarding anomalies



	

VXLAN BGP EVPN Fabric 	
L L routing Distributed Anycast Gateway

Cisco Nexus Dashboard ND Fabric
EVPN vPCMulti Homing 	

L L traffic flows 	
Enterpris Multitenant VXLAN Architecture


