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Identify basic Splunk concepts, use cases, and navigation e

Run basic searches and identify the contents of search results e
Understand fields and use them in searches e

Manage reports and dashboards e

Understand search language syntax and the search pipeline
Use the stats, top, and rare commands e

Create a lookup file, a lookup definition, and an automatic lookup e
Create scheduled reports and alerts e
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Calculated , Extracted Fields. Field Aliases <. sox g o) @

Fields

Event Types ; Tags sbx! e

Workflow Objects ; Macros ;| solil o

Data Models ¢ pos g olx) @

Common Information Model ;i ool o

«CIM

Use transforming commands and visualizations e

Filter and format the results of a search

Correlate events into transactions e

Create and manage Knowledge Objects

Create & manage extracted fields, field aliases, and calculated fields e

Create tags and event types e«

Create and use macros and workflow objects «

Create and manage data models e«

(Use the Splunk Common Information Model (CIM
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The Cybersecurity Landscape e
Understanding Threats and Attacks e

Security Operations and the Defense Analyst e
Intro to Splunk e

Data and Tools for Defense Analysts e
Introduction to Enterprise Security e

Search under the hood

The Art of investigation e

SOC Essentials: Investigating with Splunk ES «
SOC Essentials: Introduction to Threat Hunting e
Using Splunk Enterprise Security e
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0 Module y: Introducing Splunk
O Module v: Searching
0 Module v: Using Fields in Searches
0 Module ¥: Creating Reports and Dashboards
0 Module a: Splunk’s Search Language

O Module ¢: Transforming Commands
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0 Module v: Creating and Using Lookups

O Module A: Creating Scheduled Reports and Alerts

Splunk Fundamentals v

O Module y: Beyond Search Fundamentals

O Module v: Using Transforming Commands for Visualization

O Module v: Using Trendlines, Mapping, and Single Value Commands

J Module : Filtering Results and Manipulating Data

0 Module a: Correlating Events

O Module #: Understanding Knowledge Objects

O Module v: Creating and Managing Fields

J Module A: Creating Field Aliases and Calculated Fields

0 Module a: Creating Tags and Event Types

J Module y.: Creating and Using Macros

O Module yy: Creating Data Models

O Module yv: Using the Common Information Model (CIM) Add-on
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0 The Cybersecurity Landscape

O Understanding Threats and Attacks

O Security Operations and the Defense Analyst

O Intro to Splunk

[ Data and Tools for Defense Analysts

O Introduction to Enterprise Security

] Search under the hood

0 The Art of investigation

[0 SOC Essentials: Investigating with Splunk ES

[0 SOC Essentials: Introduction to Threat Hunting

[ Using Splunk Enterprise Security
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