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e Cisco Firepower Threat Defense Overview

e Cisco Firepower NGFW Device Configuration

e Cisco Firepower NGFW Traffic Control

e Cisco Firepower Discovery

o Implementing Access Control Policies

e Security Intelligence

o File Control and Advanced Malware Protection
e Next-Generation Intrusion Prevention Systems
o Network Analysis Policies

e Detailed Analysis Techniques

o Cisco Firepower Platform Integration

e Alerting and Correlation Policies

e System Administration

e Cisco Firepower Troubleshooting

Lab Outline

Initial Device Setup

Device Management

Configuring Network Discovery
Implementing and Access Control Policy
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e Implementing Security Intelligence
o File Control and Advanced Malware Protection
e Implementing NGIPS
o Customizing a Network Analysis Policy
e Detailed Analysis
e Configuring Cisco Firepower Platform Integration with Splunk
e Configuring Alerting and Event Correlation
e System Administration
e Cisco Firepower Troubleshooting
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