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Microsoft Azure Administrator
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Prerequisites for Azure administrators

Use Azure Resource Manager

Introduction to Azure Cloud Shell

Introduction to Bash

Introduction to PowerShell

Manage identities and governance in Azure

Understand Microsoft Entra ID

Configure user and group accounts

Configure subscriptions

Configure Azure Policy
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https://learn.microsoft.com/en-us/training/modules/use-azure-resource-manager/
https://learn.microsoft.com/en-us/training/modules/intro-to-azure-cloud-shell/
https://learn.microsoft.com/en-us/training/modules/bash-introduction/
https://learn.microsoft.com/en-us/training/modules/introduction-to-powershell/
https://learn.microsoft.com/en-us/training/modules/understand-azure-active-directory/
https://learn.microsoft.com/en-us/training/modules/configure-user-group-accounts/
https://learn.microsoft.com/en-us/training/modules/configure-subscriptions/
https://learn.microsoft.com/en-us/training/modules/configure-azure-policy/
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Configure role-based access control

Create Azure users and groups in Microsoft Entra ID

Secure your Azure resources with Azure role-based access control

Allow users to reset their password with Microsoft Entra self-service
password reset

Configure and manage virtual networks for Azure administrators

Configure virtual networks

Configure network security groups

Configure Azure Virtual Network peering

Configure network routing and endpoints

Configure Azure Load Balancer

Configure Azure Application Gateway

Design an IP addressing schema for your Azure deployment

Host yvour domain on Azure DNS

Manage and control traffic flow in your Azure deployment with routes

Improve application scalability and resiliency by using Azure Load Balancer

Implement and manage storage in Azure
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https://learn.microsoft.com/en-us/training/modules/configure-role-based-access-control/
https://learn.microsoft.com/en-us/training/modules/create-users-and-groups-in-azure-active-directory/
https://learn.microsoft.com/en-us/training/modules/secure-azure-resources-with-rbac/
https://learn.microsoft.com/en-us/training/modules/allow-users-reset-their-password/
https://learn.microsoft.com/en-us/training/modules/configure-virtual-networks/
https://learn.microsoft.com/en-us/training/modules/configure-network-security-groups/
https://learn.microsoft.com/en-us/training/modules/configure-vnet-peering/
https://learn.microsoft.com/en-us/training/modules/configure-network-routing-endpoints/
https://learn.microsoft.com/en-us/training/modules/configure-azure-load-balancer/
https://learn.microsoft.com/en-us/training/modules/configure-azure-application-gateway/
https://learn.microsoft.com/en-us/training/modules/design-ip-addressing-for-azure/
https://learn.microsoft.com/en-us/training/modules/host-domain-azure-dns/
https://learn.microsoft.com/en-us/training/modules/control-network-traffic-flow-with-routes/
https://learn.microsoft.com/en-us/training/modules/improve-app-scalability-resiliency-with-load-balancer/
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Configure storage accounts

Configure Azure Blob Storage

Configure Azure Storage security

Configure Azure Files and Azure File Sync

Create an Azure Storage account

Control access to Azure Storage with shared access signatures

Upload, download, and manage data with Azure Storage Explorer

Deploy and manage Azure compute resources

Configure virtual machines

Configure virtual machine availability

Configure Azure App Service plans

Configure Azure App Service

Configure Azure Container Instances

Manage virtual machines with the Azure CLI

Create a Windows virtual machine in Azure

Host a web application with Azure App Service
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https://learn.microsoft.com/en-us/training/modules/configure-storage-accounts/
https://learn.microsoft.com/en-us/training/modules/configure-blob-storage/
https://learn.microsoft.com/en-us/training/modules/configure-storage-security/
https://learn.microsoft.com/en-us/training/modules/configure-azure-files-file-sync/
https://learn.microsoft.com/en-us/training/modules/create-azure-storage-account/
https://learn.microsoft.com/en-us/training/modules/control-access-to-azure-storage-with-sas/
https://learn.microsoft.com/en-us/training/modules/upload-download-and-manage-data-with-azure-storage-explorer/
https://learn.microsoft.com/en-us/training/modules/configure-virtual-machines/
https://learn.microsoft.com/en-us/training/modules/configure-virtual-machine-availability/
https://learn.microsoft.com/en-us/training/modules/configure-app-service-plans/
https://learn.microsoft.com/en-us/training/modules/configure-azure-app-services/
https://learn.microsoft.com/en-us/training/modules/configure-azure-container-instances/
https://learn.microsoft.com/en-us/training/modules/manage-virtual-machines-with-azure-cli/
https://learn.microsoft.com/en-us/training/modules/create-windows-virtual-machine-in-azure/
https://learn.microsoft.com/en-us/training/modules/host-a-web-app-with-azure-app-service/
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