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Chapter . Course Introduction
Chapter v: Introduction to Intrusion Prevention Systems
e Network Asset Protection
e Intrusion Attack Methods
e Intrusion Prevention Systems
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e IPS Traffic Inspection Walkthrough
Chapter v: IPS Policy and Initial Configuration

SRX IPS Requirements
IPS Operation Modes
Basic IPS Policy Review
Basic IPS Policy Lab

Chapter s IPS Rulebase Operations

Rulebase Operations

IPS Rules

Terminal Rules

IP Actions

Configuring IPS Rulebases Lab
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Chapter »: Custom Attack Objects

e Predefined Attack Objects
e Custom Attack Objects
e Fine-Tuning the IPS Policy
e Custom Signatures Lab

Chapter s: Additional Attack Protection Mechanisms

e Scan Prevention
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e Blocking Evasion and DoS Attacks
e Security Flow Protection Mechanisms
e Security Flow Protection Mechanisms Lab

Chapter v:IPS Logging and Reporting

e Junos Syslog and Operational Commands
« STRM IPS Logging
e IPS Logging Lab
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the Junos Operating System
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