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Examining Cisco Enterprise Network Architecture
Understanding Cisco Switching Paths
Implementing Campus LAN Connectivity

Building Redundant Switched Topology
Implementing Layer vy Port Aggregation
Understanding EIGRP

Implementing OSPF

Optimizing OSPF

Exploring EBGP

Implementing Network Redundancy

Implementing NAT

Introducing Virtualization Protocols and Techniques
Understanding Virtual Private Networks and Interfaces
Understanding Wireless Principles

Examining Wireless Deployment Options
Understanding Wireless Roaming and Location Services
Examining Wireless AP Operation

Understanding Wireless Client Authentication
Troubleshooting Wireless Client Connectivity
Introducing Multicast Protocols

Introducing QoS
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e Implementing Network Services

e Using Network Analysis Tools

e Implementing Infrastructure Security

e Implementing Secure Access Control

e Understanding Enterprise Network Security Architecture

o Exploring Automation and Assurance Using Cisco DNA Center

e Examining the Cisco SD-Access Solution

e Understanding the Working Principles of the Cisco SD-WAN Solution

e Understanding the Basics of Python Programming

e Introducing Network Programmability Protocols

e Introducing APIs in Cisco DNA Center and vManage

Lab outline

e Investigate the CAM

o Analyze Cisco Express Forwarding

o Troubleshoot VLAN and Trunk Issues

» Tuning Spanning Tree Protocol (STP)and Configuring Rapid Spanning Tree
Protocol (RSTP)

o Configure Multiple Spanning Tree Protocol

o Troubleshoot EtherChannel

e Implement Multi-area OSPF

e Implement OSPF Tuning

o Apply OSPF Optimization

e Implement OSPFvy

» Configure and Verify Single-Homed EBGP

e Implementing Hot Standby Routing Protocol (HSRP)
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Configure Virtual Router Redundancy Protocol (VRRP)

Implement NAT

Configure and Verify Virtual Routing and Forwarding (VRF)

Configure and Verify a Generic Routing Encapsulation (GRE) Tunnel

Configure Static Virtual Tunnel Interface (VTI) Point-to-Point Tunnels

Configure Wireless Client Authentication in a Centralized Deployment

Troubleshoot Wireless Client Connectivity Issues

Configure Syslog

Configure and Verify Flexible NetFlow

Configuring Cisco I0S Embedded Event Manager (EEM)

Troubleshoot Connectivity and Analyze Traffic with Ping, Traceroute, and

Debug

Configure and Verify Cisco IP SLAs

Configure Standard and Extended ACLs

Configure Control Plane Policing

Implement Local and Server-Based AAA

Writing and Troubleshooting Python Scripts

Explore JavaScript Object Notation (SON) Objects and Scripts in Python

Use NETCONF Via SSH

Use RESTCONF with Cisco IOS XE Software

0)9& La.bL?LA

Al 00 Gl Glwdige @

Q Q
n ®
Q ? Q
A N
? Q g Q
A A
®» o4 A P I &~ » 4 o ®» 4
A ”00 N 0 : * S "90 N 0 :A’ N
I.A”l A’l f .IA ’Al ” ? .”I A’l ] .l A’A ’AIA” .l



Ljj)lA

ol e (i) sal decne

WS i Lo sless 408 (pabls (b eanly Sl
AAAFANYY 1 S| AAAQV-VO | AARADYYFA — 0. @08l

Help desk slo (sss o

lﬂ .l c
DAl ® o

LAN o 515 50! sla aSis (o3le ool & jlgs g il @

odnly Sl g nln il Gle 4ol 5o Sy pealie jl (Slosiie isls @

052l ey el 5l (Sloado ils o

CCNA - Implementing and Administering Cisco Solutions vy.. o s o
Introduction to Cisco Programmability s

¥o--f-y Implementing CiSCO (5051 0 cudidgn sl p3Y (Solol coy98 cpl ,o &8 18 5l m oylbole
33| gz 3 COre sls 5051 51 S a5 Enterprise Network Core Technologies (ENCOR) exam

CCNP Enterprise o

Cisco Certified Specialist - Enterprise Core o
CCIE Enterprise Infrastructure e

CCIE Enterprise Wireless o

0 0
¢ ¢
R Q A Q
'S r'S
n o A ®
P P
* 4+ o, Pt et e, PSS
P. ] l”’ .@ 'A .’ I‘A’ l’ 'A. L] I”’ l' 'A .’ I’A’ l' 'A

I.A’ ’l A’l f ? [ ] A’AAI ’A. ] A’A f . [ ] .A’ ’l A’l f .l A‘AAI ’A. [ ] A’A f ’ [ ]



