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Cisco SD-WAN architecture and components
(Orchestration plane (vBond, NAT e
(Management plane (vManage

(Control plane (vSmart, OMP e

TLOC, vRoute

Data plane (WAN Edge), IPsec and GRE -

BFD -

Multi-Region Fabric ¢

Cisco Catalyst SD-WAN Edge platforms (Hardware and Software)and e

capabilities
Could-on-Ramp
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IController is everything

Controller cloud deployment
Controller on-premises deployment e
(Hosting platforms (Public and Private °
Installing controllers

Scalability and redundancy e

Configure certificates and on-boarding
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Troubleshoot control plane connectivity e

59, (535 2 00 ymS (Sslane (5ilwosky ipgm i
WAN Edge deployment

On-boarding ZTP and Bootstrap e
Data center and regional hub deployments e

Configure Cisco SD-WAN data plane °
Circuit termination and TLOC-extension

Dynamic tunnels e
Underlay-overlay connectivity e

Configure OMP -
Configure TLOCs -

Configure CLI and vManage feature configuration templates

VRRP
OSPF
BGP
EIGRP

Multicast support in Cisco SD-WAN e

Configuration groups, feature profiles, and workflows e
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Configure control policies
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Configure data policies
Configure end-to-end segmentation

VPN segmentation e
Topologies e

Configure Cisco SD-WAN application-aware routing °
Configure direct Internet access

o g o pie g Codal ooty (s
Configure service insertion

Cisco SD-WAN security features °

a. Application-aware enterprise firewall.s.y
IPS

URL filtering

AMP .

SSL and TLS proxy

TrustSec

Cloud security integration

DNS security e
(Secure Internet Gateway SIG »

Configure QoS treatment on WAN Edge routers

Scheduling
Queuing o
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Shaping
Policing
Marking e
Per-tunnel and adaptive QoS

Application Quality of Experience (App-QoE

TCP optimization e

(Data Redundancy elimination (DRE
Packet duplication e

(Forward error correction (FEC
AppNav

SIS Ro e 3 So ke el i
Authentication, monitoring, and reporting from vManage

Configure authentication, monitoring, and reporting °
REST APl monitoring
Software image management from vManage
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