
SEC SANS Level
| SEC 	

Foundations Computers Technology & Security
| SANS Security Pack

	 	
| SANS Security Pack " " SEC

"

Foundations Computers Technology & | SEC
	 Security

	

System Architecture Operating System and Linux
Search Web and Networking

Introduction to Servers and Programming
Security Concepts and Advanced Security Concepts

| SANS Security Pack
	 SANS 	

	



SEC

SEC System Architecture Operating System and Linux

Debugging Challenge
Linux Architecture & Components

Linux
Linux
Linux

Data Storage and Representation
Logic and Data Manipulation

Storing Data and Files
Cloud Computing

Memory CPU
Execution Monitoring

Advanced Storage
Operating Systems

Virtualization
Containers
Linux

Linux
Linux Navigation



Linux
Basics

Remote Access
Building Software
Troubleshooting

SEC Search Web and Networking

Search Superpowers
WWW and Serving

Networking
Types of Networks

Protocols
Email networking

DNS
IP addresses

Search Superpowers
WWW and Serving

Networking
Types of Networks

Protocols



Email networking
DNS

IP addresses

SEC Introduction to Servers and Programming

Git Hands On
Printing in Python

Variables in Python
String Manipulation Practice

Manipulating Numbers
Type Conversion

Dictionary Practice
Bringing It Together

For Loops
User Input Prompts
CLI User Input Lab

Conditionals
Class and Objects Lab

While Loops
Exceptions Lab

Functions
Reading and Writing Files

Create a Port scanner



Printing
String Handling

Variables
Comments

Pointers and Memory

Introduction to Servers
Web Servers

Database Servers
DNS Servers
Log Servers

Email Servers
Programming
Python

Conditionals loops functions user input and objects
PEP style guide

C
Pointers

SEC Security Concepts and Advanced Security Concepts



Symmetric Encryption Challenge
Asymmetric Encryption Challenge

Hashing Challenge
Break Me Challenge

Steganography Challenge
Exfiltration Challenge Lab

Buffer Overflows
Format String Lab

Privilege Escalation Lab

Encryption
Security

Security Distributions
Reconnaissance

Forensics
Exploitation

Privilege Escalation
Persistence

Lateral Movement
Exfiltration
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OSI Model
TCP IP

Common TCP IP Protocols
IPv

Switching
Routing

VLAN
WAN

?What is Linux
Linux Distributions

Linux Command line
Directories in Linux

Package Management & Repositories
Install Network Services DHCP … on Linux

User Management
Permissions

?What is Windows Server
Install Windows Server

Install DNS DHCP … on Windows Server
Introduction to Active Directory

Install Active Directory
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SEC Comprehensive Pen Test Planning Scoping and Recon
SEC In Depth Scanning

SEC Exploitation
SEC Post Exploitation and Merciless Pivoting

SEC In Depth Password Attacks and Web App Pen Testing
SEC Penetration Test & Capture the Flag Challenge

SEC Essentials Workshop with pyWars
SEC Essentials Workshop with MORE pyWars

SEC Defensive Python
SEC Forensics Python
SEC Offensive Python
SEC Capture the Flag

SEC Introduction and Information Gathering
SEC Configuration Identity and Authentication Testing

SEC Injection
SEC XXE and XSS

SEC CSRF Logic Flaws and Advanced Tools
SEC Capture the Flag




