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11 Network Plus
9 Security Plus
8 CCNA R&S
10 CCNA Security
8 MTCNA

12 MTCRE

11 MTCSE

4 PWK

9 CEH V12

2 CCNA Cloud
6 Python
13 SANS 560
10 SANS 542
12 cSscu




Advanced Web App Penetration Testing, Ethical Hacking, and Exploitation Techniques
Advanced Attacks

Web Frameworks

Python, Scapy, and Fuzzing

Penetration Test & Capture-the-Flag Challenge

In-Depth Password Attacks and Web App Pen Testin

Scanner Nessus

Scanner Openvas

File Operations

Python Sets

Regular Expressions

Log Parsing

Data Analysis Tools and Techniques

Long-Tail/Short-Tail Analysis

Geolocation Acquisition

Blacklists and Whitelists

Packet Analysis

Packet Reassembly

Payload Extraction

Identifying the cryptography used in the web application
Analyzing and attacking the encryption keys

Exploiting stream cipher IV collisions

Exploiting Electronic Codebook (ECB) Mode Ciphers with block shuffling
Exploiting Cipher Block Chaining (CBC) Mode with bit flipping
Vulnerabilities in PKCS#7 padding implementations
Understanding of Web Application Firewalling and filtering techniques
Determining the rule sets protecting the application
Fingerprinting the defense techniques used

Learning how HTMLS5 injections work

Using UNICODE, CTYPEs, and Data URIs to bypass restrictions
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