Fariborz Fallahzadeh

Senior DevOps/DevSecOps Engineer

Highly motivated and results-driven IT professional with over a decade of experience in DevOps,
DevSecOps, and Network Engineering. Skilled in designing, implementing, and optimizing IT
infrastructures to drive operational efficiency and enhance security measures. Proven track record
of success in teaching Cisco networking, security, and DevOps courses. Seeking a challenging role
where | can leverage my expertise in both technical implementation and education to contribute to

Contact

Phone
+989195278589

Email
fariborz.fallahzadeh@gmail.com

Address
Laheijan, Gilan Province, Iran

Author Ebook

CCNA Security

AWS Cloud Administration

DevOps Docker Administration
DevOps Kubernetes Administration
DevOps Terraform Administration
DevOps Jenkins Administration
DevOps Ansible Administration
DevOps Git and GitHub Administration

Social Link

Linkedin
Youtube

Github

Language

English

Persian

Education

Bachelor of Computer Engineering

the success of innovative projects and initiatives.

Experience

O 2017 - Present
FASPCO
Senior DevOps/DevSecOps Engineer

Led the implementation of CI/CD pipelines using Jenkins and GitLab Cl, resulting in a 30% reduction in
deployment time and increased release frequency.

Integrated security practices into the software development lifecycle, implementing automated security
testing tools like OWASP ZAP and SonarQube.

Designed and managed cloud-based infrastructure on AWS, Azure, and GCP, ensuring scalability,
reliability, and cost-effectiveness.

Orchestrated containerized applications using Kubernetes and Docker, optimizing resource utilization
and streamlining deployment processes.

Conducted regular security audits and vulnerability assessments to identify and mitigate potential risks,
ensuring compliance with industry standards and regulations.

O 2010 - Present
FASPCO

Network Engineer

Designed and implemented complex network infrastructures, including LAN, WAN, and VPN solutions,
to support business operations.

Configured and maintained network devices such as routers, switches, and firewalls, ensuring optimal
performance and security.

Monitored network performance and traffic patterns using tools like Wireshark and Nagios,
proactively identifying and resolving issues.

Implemented network security measures, including access control lists (ACLs), VPNs, and intrusion
detection/prevention systems (IDS/IPS), to safeguard against cyber threats.

Provided technical support and troubleshooting for network-related issues, ensuring minimal
disruption to business operations.

O 2008- Present
Arjang Institute & Douran Academy
Technical Instructor

Developed and delivered Cisco networking, security, and DevOps courses to students at
Arjang Institute and Douran Academy.

Created engaging and interactive lesson plans, incorporating hands-on labs and real-world
scenarios to enhance learning outcomes.

Mentored and coached students, providing guidance and support to help them achieve their
educational and career goals.

Skills

Programming Languages: Python, Bash, PowerShell

DevOps/DevSecOps Tools: Jenkins, GitLab Cl, Kubernetes, Docker, Terraform, Ansible, OWASP ZAP, SonarQube
Cloud Platforms: AWS, Azure, GCP

Networking Protocols: TCP/IP, DNS, DHCP, VLANs, VPNSs, Firewalls

Monitoring and Logging: Nagios, Wireshark, ELK Stack, Prometheus, Grafana


https://www.linkedin.com/in/fariborz-fallahzadeh/
https://github.com/fariborzfallahzadeh

