
Aria Abdollahi 
Senior Red Team Expert, Cyber
Security Trainer, and Consultant 

I have over 7 years experience in Offensive
Operations field such as Red Team Operations,
Malware Development, Infrastructure
Penetration Testing and more. Also, I have over
3 years of experience in teaching Offensive
Courses for multiple organizations (Banks,
Ministries, Government Organizations and
more). 

WORK EXPERIENCE 
Red Team Expert, Malware Developer 
0xffSec Group 
01/1397 - Present,  Tehran, Iran 
Cyber Security Group focused on Offensive Operations, Red
Teaming, Malware Development 

Bypassing Endpoint Security Solutions (AV/EDR) 

Bypassing Extended Detection and Response Solutions
(XDR) 

... 

Cyber Security Interns Supervisor 
Douran Group 
07/1401 - 07/1402,  Tehran, Iran (Douran Academy) 

Security Operation Center (SOC) Interns Supervisor 

Web Application Penetration Testing Interns Supervisor 

Infrastructure Penetration Testing Interns Supervisor 

Penetration Testing Professional 
APK Group 
08/1400 - 10/1400,  Tehran, Iran 

Web Application Penetration Testing Expert 

Red Team Professional 

Cyber Security Instructor 
Arjang Institute 
07/1402 - Present,  Tehran, Iran 

Cyber Security Instructor 
Douran Academy 
01/1400 - 07/1402,  Tehran, Iran 

SKILLS 

Red Team Operations 

Infrastructure Penetration Testing 

Malware Development Python PowerShell 

LANGUAGES 
English 
Full Professional Proficiency 

Persian 
Native or Bilingual Proficiency 

Achievements/Tasks 

Achievements/Tasks 

Achievements/Tasks 

mailto:aria.abdollahi01@gmail.com

