MASOUD KIMIAEI

Senior Network Security Engineer
Email: masoud.kimiaei68@gmail.com
Mobile: 09361345581

https://www.linkedin.com/in/masoud-kimiaei-b7911a151/

ABOUT

Highly knowledgeable, detail-oriented, and resourceful Computer Engineer with more than 8
years of experience in various IT (information technology) fields Fortinet, F5 Network, Network
Security, Cisco Technologies (R&S), VMware. Information technology professional with a
Bachelor's degree focused in Computer Software Engineering from University of Science and

Culture.

e Solid Experience of F5 Solutions (VE, BIG-IP) and Fortinet Solutions (FWEB)

e Good Experience of Web Penetrations Testing (OWASP Top 10)

o Good Experience of Firewall Solutions (FortiGate)

e Good Experience of Routing & Switching Solutions (Cisco ISR / Catalyst)

o More than 6 Years of Coaching Experience on Enterprise/Carrier-grade Projects

e More than 3000 Hours of Technical Instruction Experience on Routing, Switching, ADC,
WAF, GTM/DNS and Network/Security Designing Solutions

e Routing & Switching
e Network Security: IPS, NGFW
e ADC: F5-LTM (L2-L7 Traffic Engineering, SSL Off-loading, iRule)

o Web Application Security: F5-ASM/AWAF/TC (Behavioral WAF, BOT Mitigation, L7



DDoS Protection)

SKILLS

e CCNP R&S e SANS (Sec 542)

e Fortinet (FortiGate, Fortiweb) e OWASP Top 10

e CEHV10 e Do0S, DDoS, DRDo0S & BotNets

e PWK e F5 (LTM/AWAF/DNS)
ACADEMIC EDUCATION

UNIVERSITY OF SINCE ADN CULTURE

WORK EXPERIENCE

August 2013 —October 2015 (2 Years)
, NOVIEN GOSTAR STATUE
April 2015 —March 2018 (3 Years)
, ENTERPRISE SAPRA SANAT
November 2018 — August 2020 (2 Years)
, ENTERPRISE SHATEL GROUP
August 2020-Present
ENTERPRISE SAPRA GROUP

PROJECTS

o F5 Technical Support is Designed to Remotely Assist all Customers with Software and
Hardware Issues related to the Operation of F5 Products

e F5 BIG-IP LTM+AVR+ASM Modules Configuration and Traffic Tuning for “Core WEB
Services “F5 BIG-IP LTM+AWAF Modules Configuration and Traffic Tuning for “Enterprise
WEB Applications

e F5BIG-IP LTM Module Configuration and Traffic Tuning for “Soft-Switching Service"

e Associated with Secure Infrastructure of Transactional Services (SITS)

e Support and Leadership of network equipment (LTM & ASM)

e Writing iRule Scripts based on Customer's Demands

¢ Implement Firewall at the Edge of the Network



¢ Implement DMZ Solution on the Network

e Implementation of Routing and Switching

o Firewall installation to Secure the Network and Prevent Intrusion
e Consulting, Designing and Securing the Network

o Implement FortiGate as a Web Application Firewall

e Providing Solutions for Web Services Security

e WAF Configuration and Traffic Tuning for “Core WEB Services

COMPANY

Iranian National Tax Administration

e Islamic Republic of Iran broadcasting (irib)

e Sepehr Payment Service Provider

e Behpardakht Mellat (Payment Service Provider)
¢ Rightel (Mobile network operator)

¢ Mellat Bank (Private banking company)

e General Intermediate Certifications Authority

¢ Inspection Organization of Iran

e Oghaf Organization of Islamic Republic of IRAN
e Refah Chain Stores Co.

¢ |RAN Fara Bourse

e Tuka Foolad Investment

e Shamsi pour Technical and Vocational College
e Shahid Beheshti Hospital

e Arian Chimia Tech (ACT) Industrial Group

e Hilal Agro-industry Company

e Development of Iranian Electronic Communications
¢ National Library of Iran

¢ Iran Khodro Industrial Group

e University of Medical Sciences

e Lengeh PMO

e Petroleum Industry Health Organization

e MVM Co.

¢ Golrang Pakhsh Co.

e Pishgaman Pouya Co.

e Ministry of Justice



¢ Behsaman Mellat Co.

e Sina Leasing

TRAINING CURSES

F5 BIG-IP (LTM/AWF/DNS/AFM)

e Sepehr Electronic Payment (electronic payment systems)

e Inspection Organization of Iran (Government agency))

e Iranian National Tax Administration (Government agency)

e Dadeh Pardazi Iran (Industry: IT, Software and Internet Services)
e Andishe Negar Afagh (Computer security service)

e Bank Sepah (Retail banking corporation)

e Arman Dadeh Poyan (Computer security service)

e Omid Payment (Organization Training)

e Sapra.Academy (Public Training)

e Arjang Institute (Public Training)

FORTIGATE (NGFW)

e Bank Sepah (Retail banking corporation)

e Rightel (Mobile network operator company)

e Oghaf Organization of Islamic Republic of IRAN

e Andishe Negar Afagh (Computer security service)
e Sapra.Academy (Public Training)

e Arjang Institute (Public Training)

CCNA (CISCO)
e Sapra.Academy (Public Training)
e Arjang Institute (Public Training)
CEH v11 (EC-Council)
e Sapra.Academy (Public Training)
e Arjang Institute (Public Training)

SECURITY + (CompTIA)



e Sapra.Academy (Public Training)
e Arjang Institute (Public Training)

NETWORK + (CompTIA)

e Sapra.Academy (Public Training)
e Arjang Institute (Public Training)



